
No configuration required

Inbound Network

Port Description

TCP/UDP 443 Secure communication (VPN, API,

HTTPS)

UDP 500, 4500 IPSec

UDP 3478–3479 STUN/TURN (NAT traversal)

UDP 5000–5005 RTP/RTCP (standard media ports)

UDP 10000–60000 RTP (audio/video streams and real-

time traffic)

TCP/UDP 5060–5061 SIP (VoIP signaling)

UDP 123 NTP (time synchronization)

TCP/UDP 8888 / 5201 SpeedTest (bandwidth/performance

testing)

TCP 853 DNS over TLS (secure DNS)

TCP/UDP 53 Standard DNS

ICMP Ping, Echo Request/Reply, network

diagnostics

Outbound Network

Network configuration - Vidatech - Confluence

It is recommended to reserve an IP address for the Vidatech router. The corresponding MAC

address is indicated directly on the device.

It is required to use IPv4 for the system. The following is the minimum port configuration

required for the emergency call system:
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